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Guarding Against Fraud and Data
Breaches in the Digital Age

strategies, organizations should also utilize other appropriate detection

Fraud and financial crimes are nothing new. But as technology

Protecting against the potential loss of sensitive financial or

becomes more complex and sophisticated, so do the threats we face.

personal information is another costly and time consuming risk that

The ubiquity of connected devices, from computers to tablets to

must be addressed by unions and benefit funds. Information can be

smartphones, only increases the possibility that sensitive personal and

compromised in a variety of ways, from an employee losing a cell

professional information can be exposed to those with unauthorized

phone or laptop, to phishing emails that can give unauthorized access

access. Unions and benefit funds can minimize both of these threats

to entire computer systems. Even simply accessing the internet from

by utilizing best practices and implementing appropriate internal

an unsecured Wi-Fi connection can compromise sensitive information.

safeguards.

Educating employees in identifying these risks can help reduce the

Fraud is most likely to occur when the opportunity presents

methods and make them visible to employees.

likelihood of potential breaches.

itself to an individual who is incentivized to commit the fraud. Internal

Organizations should also consider adopting a comprehensive

controls, such as multi-layered oversight and segregation of duties, can

information technology policy. For example, prohibiting access to

significantly reduce the opportunity for fraud. While necessary and

sensitive information from unauthorized devices is an easily

important, an annual audit may not always detect instances of fraud

implemented first step. Encrypting all data and establishing two-factor

early enough. Adopting antifraud policies and procedures for how to

password protection can further reduce exposure to breaches. Finally,

report and investigate potential instances of fraud can help raise

a cyber insurance policy is designed to help an organization mitigate

awareness within an organization. These policies and procedures

risk exposure by offsetting costs associated with recovery after a

should allow for confidential reporting of suspected fraudulent

cyber-related security breach or similar event.

conduct, as well as the preservation of potential evidence, pending

insurance coverage varies by insurer and policy, so it is important to

review of the matter with legal counsel. In addition to fraud prevention

compare policies and inquire about any special circumstances and
limits that may apply.

However, cyber
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2017, respectively
sayingFiduciaries,
they would$1.7
cause
“serious
and the
irreparable
million
against the ABB
million
against
Fidelity
9 to follow proper
harm” and and
that$12.9
the federal
government
failed
defendants,
million in
attorney’s fees.

procedures
in their implementation.
Department
of Justice
is
The Defendants
appealed the caseThe
to the
Eighth Circuit
Court of
currently where
appealing
the California
judge’s
in the
Appeals,
the Circuit
Court affirmed
thedecision
holding that
thereNinth
was
aCircuit.
breach of fiduciary duty, but sent the case back to the District Court
for a damages calculation.

One of the principal issues the Eighth

Circuit sent back to the District Court was to determine how much the
participants were owed from the breach. The Eighth Circuit held that

the Moral Exemptions and Accommodations for Coverage of Certain
Fiduciaries”).6 In addition, the investment committee decided to
Preventive Services – which radically changed the position of the
switch third tier investors’ investments from the Vanguard
Obama Administration.
Wellington Fund (“Vanguard Funds”) (a fund with an asset allocation
For entities claiming religious objections, the exemption
of stocks and bonds) to the Fidelity Freedom Funds (“Freedom
previously limited to religious institutions and places of worship is
Funds”) (with target dates at ten year intervals).
now expanded to cover more employers, namely non-governmental
In 2006, Plan participants filed a lawsuit against the ABB
employers (including for-profit corporations, regardless of their size
Fiduciaries and two Fidelity companies (the record keeper and
or
whether they
are publicly
or of
privately
held,
as well
as churches,
investment
advisor)
for breach
fiduciary
duty.
During
the case,

“as calculated, the original award for switching the funds was
speculative and exceeded the losses to the plans resulting from any
fiduciary breach.”10
In calculating damages, the District Court held that the
participants failed to prove any losses, under the theory that it
believed the Eighth Circuit tacitly approved comparing the
investment the ABB Fiduciaries chose in the Freedom Funds to the
worst investment they could have chosen to determine the amount of

religious
orders,
non-profit
organizations,
andInvestment
institutionsCommittee
of higher
evidence was
presented
that the
director of the

damages to award the participants. Thus, while the ABB Fiduciaries

had communicated with Fidelity, prior to making the switch from the

were held to have breached their fiduciary duty, the District Court
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New
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Regulations Broadening Employer Exemptions to Contraceptive Coverage:
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Id.
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Id. 8 Id. at 958.

4

ImpactId.
on Women. The Henty J. Kaiser Family Foundation. October 2017.

Tussey
Inc., 850Jost.
F.3d 951
(8thAdministration
Cir. 2017). Regulatory
Keith,
Katiev. ABB,
and Timothy
Trump
6
Id. at 954-55.
Rebalancing
Favors Religious and Moral Freedom Over Contraceptive
7 Id. at 957-58.
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9

Id. at 955.
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Meet Johnson & Krol’s Newest Associates

IS ON THE MOVE

Maria
C. Montero
Johnson & Krol

Associate
Welcomes Karl E. Masters
Education
Associate
Juris Doctor
(2016) Attorney
The John Marshall Law School

Michelle N. Owen

Associate

Education
Juris Doctor (2010)
University of Illinois College of Law, Cum Laude

Karl joined Johnson & Krol in late 2017 as an Associate Attorney as part of both the Labor and ERISA

Master of Human Resources and Industrial
Bachelor of Applied Health and Sciences
Departments.
Karl has been an advocate exclusively for labor unionsRelations
and their(2010)
associated ERISA trust funds his
(Community
Health) (2013)
University
of Illinois
School
of Laborand
& State
entire
career.at Urbana-Champaign
He has successfully defended and prosecuted several
complex
matters
in Federal
University
of Illinois
Employment Relations

Courts, and before the National Labor Relations Board, Equal Employment Opportunity Commission, and
Bachelor of Science (Psychology) (2003)
Department of Labor.

Moving Soon…

New Address:

University of Illinois at Urbana-Champaign

Karl has extensive experience helping union clients navigate Department of Labor audits and investigations, both
criminal
and and
civil.welfare
In addition
hisaslitigation
background,
also
advises
ERISAat trustees
on a wide firm
range
of
Prior
to joining thehe
firm,
Michelle
worked
another Chicago-area
focused
Maria’s practice focuses on representing
pension
funds, asto
well
exclusively
on plans.
the representation of labor unions and Taft-Hartley benefit
assisting clients with subrogation matters
matters and
Qualified the
Domestic
concerning
designRelations
and administration
of their

When: December 1, 2016

Johnson & Krol, LLC
311 South Wacker Drive
Suite 1050
Chicago, IL 60606

funds. Prior to that, Michelle was an administrative law judge with the Illinois
Order (QDRO) issues.
Relations
Board, to
where
shetheir
presided
over
unfair laborproblems.
practice cases
During law school, Maria was aKarl
member
of The Johnyet
Marshall
Law attorney
School whoLabor
is a seasoned
practical
works
with clients
solve
most
challenging
Heand
union representation cases.
Moot Court Team where she competed in the Hispanic National Bar
brings
substantial
experience
ERISAgraduating
matters, and
his interdisciplinary
is
law believes
school, Michelle
was awardedexperience
a Prosecutorial
Association Moot Court Competition.
Maria
was also the
recipient ofina both
CALILabor and After
Fellowship with the Champaign County State’s Attorney, where she handled
an asset to clients in both practice areas.
Award for Conflicts of Law.
labor and employment matters for Champaign County. During law school,
Prior to joining J&K, Maria served as a judicial extern to the Honorable
Michelle
was a judicial
with the
Honorablewith
Jeffrey
B. Ford
of the
Sixth
Judge Holly F. Clemens of the Circuit
Court of Champaign
County,
Karl graduated
cum laude
fromgaining
Loyola University
in Chicago,
andextern
thereafter
graduated
high
honors
from
Judicial Circuit Court of Illinois, Champaign County, and served as a law clerk
valuable legal research and writing
experience.
She
also
clerked
at
two
the Chicago Kent College of Law in 2002 with a certificate in Labor and Employment from the Chicago Kent
for the American Federation of Teachers and the United Mine Workers of
prominent health care litigation firms, giving her great insight into the process
Institute
Lawoninsubrogation
the Workplace.
the
United
Statesand
Supreme
Court,
America.attorney
She wasin
also
a board
member
grievance
officerU.S.
for Northern
the Graduate
of these matters to successfully advise
J&K’sfor
clients
claims.He is a licensed
Employees’
a union
and of
graduate
District of Illinois, Central District of Illinois, U.S.
SouthernOrganization,
District of Indiana
and representing
is a memberteaching
of the Order
the
assistants at the University of Illinois. Michelle also served as an Editorial
Coif national legal honors society.
Assistant for the University of Illinois Environmental Law Moot Court
Competition.
She was a joint winner of the University of Illinois
Environmental Law Moot Court Competition.
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